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Office Communications Server 2007 R2 Management Pack Guide

With Microsoft® Office Communication Server 2007 R2 Management Pack, you can monitor your Office Communications Server 2007 R2 deployment from   System Center Operations Manager 2007. The management pack performs discovery of the servers in your Office Communications Server deployment, intercepts event log events, collects performance data, and raises alerts when selected thresholds are exceeded. 

Document Version

This guide is based on the 6.0.6907.21 version of the Office Communication Server 2007 R2 Management Pack.

Revision History
	Release Date
	Changes

	March  2009
	Original release of this guide


Introduction to the Office Communications Server 2007 R2 Management Pack

Getting the Latest Management Pack and Documentation

You can find the Office Communications Server 2007 R2 Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are new in this release of the Office Communications Server 2007 R2 Management Pack: 

This release of the Office Communications Server Management Pack incorporates the functionality of the Quality of Experience Monitoring Server Management Pack for Microsoft Operations Manager (MOM) 2005, which was previously released as a separate management pack for Office Communications Server 2007.
System Requirements and Supported Configurations
· This release of the Office Communications Server 2007 R2 management pack supports only System Center Operations Manager 2007 Service Pack 1, 32-bit and 64-bit editions. SP1 is required for both server and agent. There is no support for Microsoft Operations Manager (MOM) 2005. 
· The RTM version of Operations Manager 2007 is not supported
· This management pack supports Office Communications Server 2007 R2 Standard Edition and Enterprise Edition.
· This management pack is available only in English, but it can be used to monitor localized releases of Office Communications Server 2007 R2.
· Agentless monitoring is not supported.
· System Center Operations Manger 2007 server in 32-bit or 64-bit editions are supported.
	Operating system
	Office Communications Server 2007 R2 Standard Edition
	Office Communications Server 2007 R2 Enterprise Edition

	Windows Server 2003 (R2) SP2 64-bit
	X
	X

	Windows Server 2008 64-bit
	 X
	X


Recommended Operations Manager 2007 Hotfixes

For best results, we recommend that you install the following updates to Systems Control Operations Manager before you install the management pack:
· Knowledge Base article 951979, “Problems occur on a management server that is running System Center Operations Manager 2007 Service Pack 1 when certain management packs are installed” at http://support.microsoft.com/kb/951979.
· If you will use, install the hotfix at Knowledge Base article 956446, “The e-mail notifications may contain garbled subject lines if you enable the ‘Generate subject line with no encoding’ option in System Center Operations Manager 2007 Service Pack 1” at http://support.microsoft.com/kb/956446.
· On computers that are running Windows Server 2008, install the hotfix at Knowledge Base article 954049, “Description of the hotfix rollup package for System Center Operations Manager 2007 Service Pack 1 and for System Center Essentials 2007 Service Pack 1: July 25, 2008,” at http://support.microsoft.com/kb/954049.
Getting Started

All Office Communications Server monitoring requires and Operations Manager 2007 SP1 agent installed on all Office Communications Server server roles. Agentless monitoring is not supported. If you are monitoring Office Communications Server Edge Server systems in a perimeter network (DMZ), which are non-domain joined systems, please ensure that the Operations Manager agent server authentication and connectivity is established. 
Before You Import the Management Pack

Before you import the Office Communications Server 2007 R2 Management Pack, note the following limitations of the management pack:


Office Communications Server 2007 R2 servers running on x64 OS are supported. 

Agentless monitoring is not supported

Recommended Operations Manager 2007 Hotfixes
· If e-mail notifications are used KB 956446  http://support.microsoft.com/kb/956446
· Recommended Operation Manager MP fixes KB 951979 http://support.microsoft.com/kb/951979
· If you are running on Windows Server 2008 KB 954049 http://support.microsoft.com/kb/954049
Files in This Management Pack

To monitor Office Communications Server 2007 R2, you must first download Office Communications Server 2007 R2 Management Pack from the Management Pack Catalog, located at http://go.microsoft.com/fwlink/?LinkId=82105. The management pack includes the following files: 

· RTC2007MP_SCOM.mp
· OCS_2007R2_MP_Readme.doc
· EULA.rtf

For monitoring application and infrastructure related to Office Communications Server 2007 R2 we recommend that you also install the following management packs:
· Windows Server Operating System Management Pack (Windows Server 2003 and 2008) http://www.microsoft.com/downloads/details.aspx?FamilyId=3529D233-5E3E-4B51-8F66-5D6F27005EC3&amp;displaylang=en
· SQL Server Management Pack (SQL Server® 2005 and 2008) http://www.microsoft.com/downloads/details.aspx?FamilyId=8C0F970E-C653-4C15-9E51-6A6CADFCA363&amp;displaylang=en
· Microsoft Message Queuing Services (MSMQ) version 3.0 Management Pack http://www.microsoft.com/downloads/details.aspx?FamilyId=1D2B4398-8BC2-4A43-850C-852EBB0D983B&amp;displaylang=en
· IIS Management Pack, IIS 6 (Windows Server 2003): http://www.microsoft.com/downloads/details.aspx?FamilyId=D351BCA8-182B-4223-8C9E-627E184BA02B&amp;displaylang=en
Recommended settings are listed in the Optional Configuration section below

How to Import the Office Communications Server 2007 R2 Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 at http://go.microsoft.com/fwlink/?LinkID=98348.

After you have imported the Office Communications Server 2007 R2 management pack is imported, it is recommended to create a new dedicated management pack for customizations and overrides 

Low Privilege Account support

The Office Communications Server 2007 R2 Management Pack requires a System Center Operations Manager 2007 SP1 agent running with the "Local System" privilege as the Agent Action Account. Running the agent as a different lower privileged account is not supported.
Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. You can, however, create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack that you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting to your production environment customizations that were created in your test and preproduction environments. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export only the management pack that contains customizations of a single management pack.


You can delete the sealed application management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For details about sealed and unsealed management packs, see Management Pack Formats at http://go.microsoft.com/fwlink/?LinkId=108355. For details about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 at http://go.microsoft.com/fwlink/?LinkId=108356.

Optional Configuration

Office Communications Server 2007 R2 Management Pack

The Office Communications Server 2007 R2 Management Pack contains a comprehensive set of event rules, performance counter collections, and performance threshold monitors. Depending on the requirements of your deployment, you will need to perform tests on a live Office Communications Server deployment to assess what rules should be enabled or disabled. The rules that are disabled by default are considered as non-actionable by the operator; however, they are available as options for more detailed monitoring by an Office Communications Server administrator. 

Rules and monitors disabled by default 

The Office Communication Server 2007 R2 Management Pack contains a list of rules (performance collections and alerts based on eventlogs), as well as a number of performance threshold monitors which are disabled by default. 
These rules and monitors can be enabled on a case by case basis, if more detailed monitoring is requirement. Please note that some of these rules and monitors tend to generate a large volume of alerts which are not actionable by the administrator.
SQL Server 2005 and SQL Server 2008 Management Pack

For the SQL Server Management Pack, we recommend the following custom settings:

· Disable monitor Percentage Change in DB % Used Space for Office Communications Server backend databases rtcab, rtcdyn, rtclog, and TempDB.
· Disable alert rule DB Chaining Flag for the Office Communications Server Back-End Database rtcdyn
Windows Message Queuing Services (MSMQ) Management Pack
Note: This configuration is required to allow the MSMQ management pack access to the Office Communications Server 2007 R2 queues
In order for the he Message Queuing Management Pack to access the Office Communications Server queues, the MSMQ Queue Access run-as profile must be associated with a user account that is member of the RTCComponentUniversalServicesgroup. The default account name is RTCComponentService.
Objects the Management Pack Discovers

The Office Communications Server 2007 R2 Management Pack automatically discovers the object types that are described in the following table. You can use overrides to disable discovery of selected objects. For details about discovering objects, see Object Discoveries in Operations Manager 2007 at (http://go.microsoft.com/fwlink/?LinkId=108505). 

Note: All roles discoveries have a default interval of one hour, except for the QoE Network locations discovery.

	Category
	Object type
	Discovered automatically

	 Pool
	Enterprise Edition
	Yes

	 Pool
	Standard Edition
	Yes

	 Pool
	A/V Authentication service
	Yes

	 Pool
	Application Sharing Server
	Yes

	 Pool
	A/V Conferencing Server
	Yes

	 Pool
	Conference Announcement Service
	Yes

	 Pool
	Conference Attendant Service
	Yes

	 Pool
	Web Components
	Yes

	 Shared
	Archiving Server
	Yes

	 Shared
	Communicator Web Access
	Yes

	 Shared
	Mediation Server
	Yes

	 Shared
	Monitoring Server 
	Yes

	 Shared
	CDR Server
	Yes

	 Shared
	SIP Proxy Server
	Yes

	 Edge
	A/V Conferencing Edge service
	Yes

	 Edge
	Access Edge service
	Yes

	 Edge
	Web Conferencing Edge service
	Yes

	 QoE*
	Monitoring Server
	Yes

	 QoE*
	QoE of A/V Conferencing Server
	Yes

	 QoE*
	QoE of Mediation Server
	Yes

	 QoE*
	QoE of network locations
	Yes


* For details about QoE-specific monitoring functionality, see the following section.
How Health Rolls Up

The component monitoring part of the Office Communications Server 2007 R2 Management Pack does not support health state based monitoring. Health of individual components roll up directly to the Windows Computer hosting the component.

QoE monitoring features a limited health model which features the health roll up from the QoE results submitted by the clients (Network locations), and collected on the AV servers, and Mediation Server (PSTM leg).
[image: image1.jpg]Microsoft®

System Center
Operations Manager 2007




Reports in This Management Pack
	Report Name
	Front End Health

	Purpose
	Overall Health of an Office Communications Server 2007 R2 Front-end system

	Metrics in Report
	Description

	Process\% Processor Time\_Total
	% Processor Time is the percentage of elapsed time that all of process threads used the processor to execute instructions

	LC:SIP - 07 - Load Management\SIP - 000 - Average Holding Time For Incoming Messages
	The average time that the server held the incoming messages currently being processed

	LC:SIP - 01 - Peers\SIP - 023 - Flow-controlled Connections\_Total
	The number of connections that are currently being flow-controlled (no socket receives are posted).

	LC:SIP - 01 - Peers\SIP - 017 - Sends Outstanding
	The number of messages that are currently present in the outgoing (send) queues.

	LC:SIP - 04 - Responses\SIP - 054 - Local 503 Responses
	The total number of 503 responses generated by the server.

	LC:SIP - 04 - Responses\SIP - 057 - Local 504 Responses/sec
	The per-second rate of 504 responses generated by the server.


	Report Name
	CAA Basic Metrics

	Purpose
	Reports on incomplete PSTN Calls  (CAA)

	Metrics in Report
	Description

	Process\% Processor Time\_Total
	% Processor Time is the percentage of elapsed time that all of process threads used the processor to execute instructions

	CAA - 00 - Operations\CAA - 000 - Incomplete calls per sec\
	The per second rate of incomplete calls to Conferencing Attendant. This includes calls disconnected by the user and by the system due to invalid conference id, passcode, etc.


	Report Name
	AVMCU Conference Overview

	Purpose
	Performance and usage overview of the Audio/Video MCUs 

	Metrics in Report
	Description

	AVMCU - 00 - Operations\AVMCU - 000 - Number of Conferences
	The number of active conferences on the A/V Conferencing Server.

	AVMCU - 00 - Operations\AVMCU - 001 - Number of Users
	Counter provides current count of active users in A/V Conferencing Server.

	Process\% Processor Time\AVMCUSvc
	% Processor Time for process AVMCUSvc (A/V Conferencing Server MCU).

	Process\Private Bytes\AVMCUSvc
	Private Bytes for process AVMCUSvc (A/V Conferencing Server MCU).

	Process\% Processor Time\_Total
	% Processor Time is the percentage of elapsed time that all of process threads used the processor to execute instructions


	Report Name
	OCS Memory and CPU Usage

	Purpose
	Reports on the memory and CPU usage of an Office Communications Server 2007 R2 server system

	Metrics in Report
	Description

	Process\Private Bytes\_Total
	Private Bytes is the current size, in bytes, of memory that this process has allocated that cannot be shared with other processes.

	Process\% Processor Time\_Total
	% Processor Time is the percentage of elapsed time that all of process threads used the processor to execute instructions

	.NET CLR Memory\# GC Handles\_Global_
	Displays the current number of GC Handles in use. GC Handles are handles to resources external to the CLR and the managed environment. Handles occupy small amounts of memory in the GC Heap but potentially expensive unmanaged resources.

	.NET CLR Memory\% Time in GC\_Global_
	This counter is usually an indicator of the work done by the Garbage Collector on behalf of the application to collect and compact memory. This counter is updated only at the end of every GC and the counter value reflects the last observed value.

	Process\% Processor Time\_Total
	% Processor Time is the percentage of elapsed time that all of process threads used the processor to execute instructions


	Report Name
	SIP Usage

	Purpose
	Reports on the SIP (Session Initiation Protocol) usage of an Office Communications Server 2007 R2  server system 

	Metrics in Report
	Description

	LC:SIP - 00 - Networking\SIP - 006 - Connections Refused Due To Server Overload
	The total number of the connections that were refused with Service Unavailable response because the server was overloaded.

	LC:SIP - 01 - Peers\SIP - 000 - Connections Active\_Total
	The number of established connections that are currently active. Connection is considered established when peer credentials are verified (e.g. via MTLS) or the peer receives a 2xx response.

	LC:SIP - 01 - Peers\SIP - 018 - Sends Timed-Out\_Total
	The total number of sends dropped because they stayed in the outgoing (send) queue for too long.

	LC:SIP - 04 - Responses\SIP - 052 - Local 500 Responses
	The total number of 500 responses generated by the server.

	LC:SIP - 04 - Responses\SIP - 055 - Local 503 Responses/sec
	The per-second rate of 503 responses generated by the server.

	LC:SIP - 04 - Responses\SIP - 057 - Local 504 Responses/sec
	The per-second rate of 504 responses generated by the server.



Quality of Experience (QoE) Monitoring 

Overview

This section of the Office Communications Server 2007 R2 MP guide provides details about the Quality of Experience (QoE) monitoring functionality for Office Communications Server A/V Conferencing Servers (A/V MCUs), Office Communications Server mediation servers and network locations.  The QoE monitoring part of the Management Pack discovers all QoE objects, and performs health state monitoring. In case there degraded QoE is detected, users can pinpoint a specific Office Communications Server Conferencing Server, Office Communications Server Mediation Server, or network location for further investigation. 

Monitor QoE proactively

Office Communications Server operators are able to monitor the current QoE to detect problems before a larger number of clients are affected by bad media quality.

The management pack provides sufficient contextual information to allow Office Communications Server operators to pinpoint a specific QoE object (for example, a conferencing server, a Mediation Server, or a subnet), as well as the specific QoE metric of concern, in order to investigate and resolve the issue.
QoE Monitoring Data Flow
The following figure shows how data associated with QoE metrics is collected and passed to the management pack. This topic explains the data flows shown in greater detail. 
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1. QoE Metrics are collected from UC endpoint devices, as well as from the Mediation Server and the A/V Conferencing Servers in each specified Office Communications Server pool.

2. The Office Communications Server pool sends QoE metrics to the Monitoring Server system, where they are collected in the SQL Server databases of the Monitoring Servers.
3. The Monitoring Server publishes performance counters to Windows® Management Instrumentation (WMI) on the Monitoring Server.
4. The Operations Manager agent that is running on the Monitoring Server discovers QoE objects that are associated with the server. 
5. The Operations Manager server uses the discovered QoE objects to begin monitoring QoE health and performing threshold evaluation. 
6. The thresholds themselves are set in the Office Communications Server administrative snap-in and cannot be changed in the management pack. The management pack itself does not collect any metrics: The Monitoring Server is the repository for QoE metrics, and it performs all data aggregation and reporting.  

Office Communications Server QoE Configuration
· Associating pools to a monitoring server
To enable QoE collections administrators have to configure Office Communications Server pools to report QoE metrics to the monitoring server. For A/V Conferencing Servers and network locations, QoE metrics are delivered to the monitoring server once the pool is associated to the monitoring server.
· Associating mediation servers to a pool

Administrators need to configure Office Communications Server mediation servers to send QoE metrics to the A/V MCUs and network locations.
Note For details on association of monitoring servers with front end servers and mediation servers, see: http://go.microsoft.com/fwlink/?LinkID=144521
· Limitation in the maximum number of monitored network location
Due to scalability limitations in the Management Pack, the total number of network locations that can be monitored is limited to 100. If you are monitoring a larger Enterprise network with more than 100 subnets, you have the ability to group network locations together. This group can be set by implementing a configuration file which groups network locations together. This grouping can be enabled using the "imported" location mode available in the Office Communications Server 2007 R2 administrative UI. After network location grouping is implemented these groups network locations will be discovery by the Management Pack as network locations. For details please refer to the monitoring server documentation.

· Configuring threshold values for health states

Administrators can configure threshold values for health states through the Office Communications Server Administrative UI only. The threshold represents the percentage of poor quality calls that are experiencing problems for each discovered object. Default threshold for a warning event is 14% and a critical event 20% (e.g. video packet loss of a specific subnet). For each network location, administrators can configure threshold values individually through the Office Communications Server MMC UI.
· Low number of samples alert suppression

The monitoring scripts that calculate system health state require 30 samples of QoE metrics per time interval to be available. If the QoE sample size is too low, no health state changes are measured, and the current health state from the previous collection interval is maintained. 

NOTE: Thresholds cannot be changed within the Operations Manager 2007 Admin UI, only through the Office Communications Server Admin UI. 
QoE specific management pack configuration

· Monitoring server system requires to be a Operations Manager 2007 managed node, with an agent installed.
· QoE management pack discoveries are enabled by default.
· No other configuration within Operations Manager 2007 is required. 
Hierarchy of QoE monitors

The following tree depicts the hierarchical relationship among QoE monitoring objects.
QoE Monitoring
· A/V Conferencing Server QoE states

· Network MOS

· High Delay

· Media Connectivity

· Video Packet Loss

· Mediation Server QoE states

· Network MOS

· High Delay

· Media Connectivity

· Network location QoE states

· Network MOS

· High Delay

· Media Connectivity

· Video Packet Loss

The health state of a parent object in the list above is set with the "worst-of" health state of its subordinate objects. For example, a QoE monitoring object becomes critical if there is any critical A/V Conferencing Server, Mediation Server, or network location. The monitor for the higher level object is a rollup monitor of its subordinate unit monitors.

QoE Discovery/Monitoring Intervals

	Activity
	Interval, minutes

	Discovery of QoE monitoring objects in the overall QoE states view
	60

	Discovery of A/V Conferencing Server, Mediation Server, and network location
	15

	Monitoring of all QoE metrics
	5


QoE Alerts generated by the management pack
Note: QoE Alerts are not displayed in the overall in the active alerts view of Office Communications Server management pack
The QoE alerts are not displayed in the active alerts of the main Office Communications Server management pack. Operations Manager Administrators need to configure notification individually for the QoE alert view. Alerts on the QoE section of the Management Pack are stateful, and get automatically resolved if the alert condition no longer exists.
QoE management pack troubleshooting

Problem: The QoE monitoring instance is not discovered in the overall QoE states view

Resolution: Ensure that the QoE collection is enabled and that the QoE monitoring server is running the Office Communications Server 2007 R2 version. This management pack does not support the Office Communications Server 2007, QoE Monitoring Server.
Ensure that the Monitoring Server is added as an agent-managed computer in the Administration pane of the Operations Manager server.

Problem: Objects are discovered as “Not Monitored”

Resolution: Ensure that the publishing performance counters are enabled. The WMI property is MSFT_SIPQoESetting.EnablePerfPublishing (namespace root\cimv2). In previous versions, the default value of this property was FALSE. The Monitoring Server publishes performance counters in the WMI only when the property is set to TRUE. The performance counters are read by the Operations Manager agent to discover and analyze QoE objects in the Monitoring Server.

After the administrator enters maintenance mode for objects, the health states of those objects are changed to Not Monitored. When the administrator exits maintenance mode, health state monitoring continues.
